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Abstract - A distinct challenge is posed by zero-day vulnerabilities to security teams within an organization. These types of 

vulnerabilities enable attackers to exploit software flaws before patches are available. In 2023, the number and complexity of 

Zero-Day exploits increased substantially. Nation-state actors, cybercriminal groups, and commercial surveillance vendors 

are taking advantage of these vulnerabilities more than ever. This paper provides a comprehensive analysis of the Zero-Day 

vulnerabilities discovered and exploited in 2023. Based on public data sources like Google's Threat Analysis Group (TAG), 

MITRE’s CVE database, and Zero-Day.cz, this study examines trends, attack vectors, and the most targeted software 

platforms. Through empirical analysis, trends and patterns are discovered to devise strategies to defend against them or 

mitigate them. The paper explores key defense strategies like Zero Trust Architecture, real-time threat intelligence integration, 

and mature Endpoint Detection and Response (EDR) solutions to prevent, detect, and respond to exploits using the zero-day 

vulnerability. By understanding the history of incidents and vulnerability disclosures, this paper aims to provide actionable 

insights for organizations looking to strengthen their cybersecurity defenses and prepare for future Zero-Day exploits. 

Keywords - Zero-day vulnerability, Zero-day, Cyber defense, Security operations, Incident response.  
 

1. Introduction  
According to the NIST (National Institute of Standards 

and Technology), a zero-day vulnerability is a previously 

unknown flaw in software or hardware that hackers can 

exploit to attack systems. The term "zero-day" refers to the 

fact that the vendor has had "zero days" to address the 

issue. These vulnerabilities are significant in the 

cybersecurity space because they represent a race against 

time, where Attackers aim to exploit these vulnerabilities 

before the software or hardware vendor becomes aware of 

them and patches them. Defenders scramble to identify and 

mitigate the threat. Zero-day vulnerabilities are prized by 

attackers because there is no known fix for them and the 

possibility of a high success rate when using them. Also, it 

provides a direct bypass to the target despite various layers of 

security controls that might be in place. From a national 

security standpoint, Zero-Day vulnerabilities have become a 

key pathway for state-sponsored cyber espionage. 

Governments often use them to gain unauthorized access to 

the systems of their adversaries. In recent years, the rise of 

ransomware and other financially motivated cybercrime 

groups has further made these vulnerabilities highly prized. 

In the year 2023, cybersecurity experts observed a good 

increase in the number of exploits using zero-day 

vulnerabilities. According to Google’s Threat Analysis 

Group (TAG) and Mandiant, approximately 97 Zero-Day 

vulnerabilities were exploited in the wild in 2023, a 50% 

increase from 2022 [1]. The objective of this paper is to 

provide a comprehensive analysis of the Zero-Day 

vulnerabilities discovered and exploited in 2023. By 

analyzing these vulnerabilities, trends, and the characteristics 

of the attack, this paper aims to provide insights for 

organizations to strengthen their defenses and develop 

strategies to improve their defense against attacks that use 

Zero-Day vulnerabilities. 

2. Background 
Zero-day vulnerabilities have a long history in the 

cybersecurity world. As stated earlier, the concept of a "Zero-

Day" stems from the fact that the defenders have zero days to 

address and patch a vulnerability before it is exploited. This 

makes them valuable, dangerous, and lucrative for threat 

actors. Historically, Zero-Day vulnerabilities were primarily 

used by sophisticated attackers like nation-states. For 

example, Stuxnet from the year 2010 showed the world the 

devastating potential of such vulnerabilities [2]. It was a 

state-sponsored attack targeting Iran’s nuclear program; the 

attack leveraged multiple Zero-Day vulnerabilities to disable 

industrial control systems controlling the plant [3]. Since 

then, the threat landscape has changed gradually to a situation 

where Zero-Day exploits were once primarily used for 

espionage and military purposes and have now been 
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increasingly used by cybercriminals, especially Ransomware 

gangs. Groups like FIN11 and REvil have demonstrated how 

Zero-Day vulnerabilities can be weaponized for financial 

gain [5][6]. In parallel, the rise of the dark web and 

underground markets have created a thriving economy for 

trading exploits using Zero-Day vulnerabilities. Today, some 

Zero-Day exploits fetch up to $1 million, depending on their 

target. Lastly, the emergence of Commercial Surveillance 

Vendors (CSVs), who sell spyware and hacking tools to 

governments, further fueled the discovery and exploitation of 

Zero-Day vulnerabilities [5][6]. 

 

The Zero-Day vulnerabilities are discovered through 

several channels. On the legitimate side, organizations offer 

“Bug Bounty” programs where ethical hackers are rewarded 

for discovering and reporting vulnerabilities before they can 

be exploited. Organizations like Google, Apple, and 

Microsoft have invested heavily in such programs to reduce 

the risk posed by undiscovered flaws. Bug bounties were 

introduced to create an incentive model for hackers to be on 

the legitimate side; it incentivizes researchers to report 

vulnerabilities rather than sell them to malicious actors. On 

the other hand, cybercriminal organizations and nation-state 

actors actively trade the knowledge of the vulnerability and 

exploits that have not been disclosed to vendors.  

 

Spyware vendors providing service to governments and 

law enforcement agencies are often at the center of these 

trades. These vendors purchase vulnerabilities and use them 

to build sophisticated exploit kits to sell them to their clients. 

According to a Google report, In 2023, CSVs were 

responsible for nearly 50% of all known Zero-Day 

vulnerabilities [6]. 

 

3. Methodology 
This study primarily used data from publicly available 

sources. First, data from reliable, publicly accessible sources 

like Google's Threat Analysis Group (TAG), MITRE’s CVE 

(Common Vulnerabilities and Exposures) database, the NVD 

(National Vulnerability Database), and data from Zero-

Day.cz were used [1-4]. Additionally, industry-specific blogs 

and cybersecurity news outlets like Bleeping Computer and 

SecurityWeek and reports from independent researchers were 

used to validate the vulnerabilities reported by larger entities. 

After collecting the data, a systematic analysis was conducted 

to break down the vulnerabilities into several dimensions. 

This study explored Attack Vectors, Targeted Platforms, 

Exploiting Actors, Vulnerable Components and Types, and 

various attributes defined by CVSS scoring methodology. 

4. Zero-Day Vulnerabilities Analysis 
 When plotting the top 10 vulnerable software 

components affected by zero-day vulnerabilities in 2023, 

Apple iOS and Windows stand out as the top two platforms 

with the highest number of vulnerabilities in 2023, with 

approximately 18 and 16 Zero-Day vulnerabilities 

discovered, respectively. It also means that attackers are 

heavily targeting widely used platforms. The popularity of 

Windows in enterprise environments and iOS's dominance in 

mobile devices made them lucrative targets.  

 

 
Fig. 1 Top 10 software with zero-day discovered in 2023 [12-84] 
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Fig. 2 Common weakness results in zero-day in 2023 [12-87] 

 

 
Fig. 3 2023 Zero-day vulnerability distribution [12-87] 
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 Google Chrome, too, has a notable number of Zero-Day 

vulnerabilities. Chrome is the most widely used web browser 

globally, and attackers are naturally motivated to find 

vulnerabilities in it. Enterprise products like FortiOS, 

Endpoint Manager Mobile, and Email Security Gateway 

(ESG) are also being increasingly targeted. Cybercriminal 

groups, especially ransomware gangs, are financially 

motivated to target enterprises. Overall, the most significant 

Zero-Day vulnerabilities were found in platforms used by 

millions of individuals and enterprises worldwide. This 

indicates that the attackers prioritize high-impact platforms 

for their exploits. The focus on desktop (Windows, iOS) and 

mobile platforms (Android, iOS) shows a broad scope of 

attack vectors aimed at compromising personal and corporate 

environments. Lastly, security software and infrastructure 

products being on the list show a growing trend where 

attackers focus on breaching critical defenses that could lead 

to greater access and control over networks and sensitive 

data. 

 
When plotting the CWE (Common Weakness and 

Exposure) that led to the vulnerability. Memory Corruption 

is the most frequent common weakness, leading to Zero-Day 

vulnerabilities in 2023, with close to 20 occurrences. This is 

a well-known weakness that attackers exploit to execute 

arbitrary code or cause system crashes. Memory corruption 

remains one of the most dangerous vulnerabilities because it 

allows attackers to manipulate memory and gain 

unauthorized access to sensitive areas of the system, 

potentially leading to privilege escalation or complete system 

compromise. Another significant common weakness was 

Improper Input Validation, and the use of After Free also 

appeared frequently. Improper Input Validation occurs when 

software fails to validate inputs properly, allowing attackers 

to inject malicious input, potentially leading to injection 

attacks or buffer overflows. Use After Free happens when a 

program continues to use memory after it has been freed, 

which attackers can exploit to execute arbitrary code. This 

weakness is common in software that manages dynamic 

memory. Many vulnerabilities fall under improper memory 

handling or input validation issues (e.g., memory corruption, 

use-after-free, buffer overflows). This suggests attackers 

continue exploiting fundamental weaknesses in how software 

manages memory and processes input. Developers should 

prioritize strengthening these areas (memory safety and input 

validation) to reduce Zero-Day vulnerabilities.

  

 
Fig. 4 2023 Zero-day vulnerability attributes correlation heatmap. [12-82] 
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The majority of Zero-Day vulnerabilities in 2023 

impacted End Users and platforms that both end users and 

enterprises use. End User software accounts for a significant 

portion of the vulnerabilities, indicating that attackers 

continue to focus heavily on widely used consumer platforms 

(like operating systems, browsers, and mobile apps) that have 

a broad user base. Enterprise-only software accounts for a 

smaller portion. Network-based attacks are the dominant 

attack vector for Zero-Day vulnerabilities in 2023; it shows 

how attackers exploit vulnerabilities over the internet or 

organizational networks. Local attacks, which require 

physical or local access to the system, form a smaller portion 

of the vulnerabilities. However, they remain relevant for 

attacks on specific high-value targets or where local 

compromise can lead to lateral movement within a network. 

Lastly, a significant portion of vulnerabilities require no user 

interaction, meaning that attackers can exploit these 

vulnerabilities without needing the user to take any action, 

such as clicking a malicious link or opening a file. 

Vulnerabilities where User Interaction is Required still 

account for a notable portion. These types of attacks often 

rely on phishing or social engineering to trick users into 

enabling the exploit. Though more manual in nature, they 

remain a potent attack vector for hackers, especially in 

targeted attacks. 

 

There is a significant positive correlation (0.72) between 

Attack Vector and the Privileges Required. It indicates that 

some attack vectors need elevated privileges for successful 

exploitation. For example, attackers using vectors like remote 

code execution would require admin or root access. A 

moderate positive correlation (0.46) between User 

Interaction and Attack Vector suggests that certain methods, 

such as phishing or social engineering, often involve end 

users. Therefore, attackers might depend on user actions to 

exploit vulnerabilities. A moderate correlation (0.38) 

between Privileges Required and Scope indicates that as 

required privileges increase, the impact's scope broadens. 

Vulnerabilities needing higher privileges typically affect 

larger system or network areas. 

 

The strong correlation of 0.72 between Integrity and 

Availability, as well as the moderate correlation of 0.36 

between Confidentiality and both Integrity and Availability, 

suggest that when a vulnerability affects one element of the 

CIA triad, it often impacts the others as well. This implies 

that Zero-Day vulnerabilities often compromise multiple 

security dimensions simultaneously. A mild positive 

correlation (0.16) between Attack Complexity and 

Vulnerable Components indicates that some vulnerable 

components are linked to more complex exploits. This may 

suggest the advanced techniques needed to target specific 

systems or software. There is a moderate positive correlation 

(0.32) between Type and CWE-ID, indicating that certain 

vulnerability types (such as enterprise-specific or others) are 

more likely associated with specific weaknesses as defined 

by the CWE system. A slight positive correlation (0.15) 

between Privileges Required and Attack Complexity 

indicates that more intricate attacks might need higher 

privileges, although this relationship is weak. 

5. Defense Strategies and Mitigation 
Exploiting a Zero-Day vulnerability typically follows a 

pattern. First, the attacker identifies or purchases the 

knowledge about the vulnerability and builds a method for 

exploiting it. Most often, the exploit will be in the form of a 

malware payload or exploit chain. The attacker then 

leverages this exploit to gain unauthorized access to a target 

system. Since the vulnerability is unknown, traditional 

security defenses like firewalls and intrusion detection 

systems are often ineffective, allowing the attacker to move 

laterally through the network undetected.  

 

Privilege escalation techniques are commonly used to 

gain full control over the compromised system. Once the 

exploit is successful, attackers can carry out a variety of 

malicious actions, from exfiltrating sensitive data to 

deploying ransomware. In 2023, ransomware groups like 

FIN11 exploited Zero-Day vulnerabilities in enterprise 

software to streamline attacks and increase their ransom 

demands [4][5].  

 

As the volume and complexity of Zero-Day 

vulnerabilities continue to rise, defense strategies should 

evolve. Though there is no silver bullet to address this issue, 

an overall security posture improvement, and mature IT asset 

inventory are. A high degree of visibility into what 

applications, application dependencies, installed software, 

and continuous compliance monitoring for security policies 

and security best practices can prevent some. It will also put 

the organization in a better position to respond to zero-day 

vulnerability situations. In addition to this, the adoption of 

various technical capabilities can further strengthen the 

overall security posture in the context of zero-day 

vulnerabilities [6][7]. 

 

5.1. Zero Trust Architecture 

One of the most robust defense strategies in response to 

Zero-Day vulnerabilities is adopting a Zero Trust Network 

Access Architecture (ZTNA). Zero Trust shifts the security 

paradigm by assuming that no part of the network is 

inherently trustworthy, whether internal or external. This 

approach continuously validates access requests and ensures 

that users and devices have the least amount of privilege 

necessary to perform their functions.  

 

In a zero-trust environment, segmentation and strict 

access control measures are applied across the network. Even 

if a Zero-Day exploit grants an attacker access to one system, 

lateral movement will be minimized, reducing the overall 

impact of the breach.
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5.2. Threat Intelligence and Vulnerability Scanning 

A mature threat intelligence program will help 

organizations stay updated on emerging Zero-Day 

vulnerabilities and attack trends associated with them. By 

integrating real-time threat intelligence feed into their 

security systems, organizations can detect potential 

indicators of Zero-Day vulnerabilities and possible indicators 

of compromise. Vulnerability scanning tools, although 

unable to detect a Zero-Day directly, should be used to 

identify known vulnerabilities, and they should be 

remediated. Doing so will reduce the opportunity for the 

attacker to move laterally. Secondly, regular vulnerability 

assessments can help security teams prioritize patch efforts 

and identify configurations that could be leveraged by 

unknown vulnerabilities [8]. 

 

5.3. Patch Management and Advanced Traffic 

Management Capabilities 

While Zero-Day vulnerabilities exploit unpatched 

software, having a robust patch management strategy is vital 

to shrink the window of exposure once a patch becomes 

available. Organizations should strive to reduce the time 

between a vendor's release of a patch and the actual 

deployment of the patch across the organization. In cases 

where patching is not possible, organizations should have 

web application firewalls and network firewalls to block 

attack vectors associated with the vulnerability, buying time 

until an official patch can be applied [9][10][11]. 

 

5.4. Endpoint Detection and Response (EDR) 

EDR solutions provide continuous monitoring and 

visibility across endpoints, such as laptops, servers, and 

mobile devices. EDR tools are equipped with behavioral 

analytics and machine learning capabilities to detect 

abnormal behavior such as privilege escalation, lateral 

movement, or the execution of unauthorized code. By 

correlating suspicious activities across endpoints, EDR 

systems can flag the potential second stage of the attack or 

lateral movement. EDR agents can automatically respond by 

quarantining suspicious files. A more sophisticated 

deployment of extended detection and response (XDR) with 

integration into other products deployed to defend at various 

layers of the network and application can enhance the 

detection of Zero-Day attacks by correlating indicators from 

other sources. 

 

5.5. Incident Response and Crisis Management 

A mature incident response plan is critical to limiting the 

impact of a Zero-Day attack once detected [9][11]. 

Organizations must prepare to identify and isolate affected 

systems quickly, understand the scope of the breach, and 

implement containment measures. Incident response teams 

should have pre-established protocols for responding to Zero-

Day vulnerabilities, including collaboration with external 

vendors and security researchers for patches and forensic 

investigation. Regular crisis management drills that simulate 

Zero-Day attacks can also ensure that both technical teams 

and executive management are prepared to respond 

effectively in a real-world scenario. 

 

6. Conclusion 
Zero-day vulnerabilities create a distinct challenge for 

security teams. This study identified trends and derived 

insights from Zero-Day vulnerabilities from 2023, which can 

be used for organizations to strengthen their security posture 

better and improve security operations processes. Prominent 

platforms, including Windows, Apple iOS, and Google 

Chrome, were primary targets, indicating that attackers 

persist in prioritizing high-impact, extensively utilized 

systems for their exploits. The study also found that network-

based attacks constitute the primary attack vector. 

Organizations must employ a blend of preventative and 

reactionary tactics to mitigate Zero-Day threats. Zero Trust 

Architecture, real-time threat intelligence, and Endpoint 

Detection and Response (EDR) solutions are essential 

elements of a holistic protection approach. Organizations can 

further mitigate risks by consistently monitoring for 

anomalous behavior, restricting lateral movement, and 

prompt patching of vulnerabilities. Although Zero-Day 

vulnerabilities are inherently unpredictable, implementing a 

multi-layered security strategy and prioritizing fast-reaction 

capabilities can substantially mitigate the chance of 

exploitation. The conclusions and methodologies presented 

in this research offer significant insights for organizations 

aiming to strengthen their defense posture. 
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